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Introduction
Continuity of operations (COOP) planning ensures that state agencies can continue operations after there has been a disruption of normal operations.   A COOP event can be the result of one of these scenarios or a combination of them: 
Loss of staff
Loss of facility 
Loss of records or equipment
A COOP incident can also be the result of an incident that impacts a facility or organization or due to a large-scale disaster that effects a locality or a large region.  
The need to maintain operations even in a limited capacity, relates to maintaining public confidence in government and its ability to meet legal obligations to constituents.  The Governor of Virginia recognizes the importance of continuity planning at all levels and, along those lines, mandates that all state agencies will develop and maintain an agency continuity plan that conforms to this template which is provided by the Virginia Department of Emergency Management (VDEM). VDEM provides this template to Commonwealth of Virginia (COV) agencies, including state institutions of higher education (IHE), to ensure consistent plan documents among COV agencies, as referenced in Executive Order 41 (2023). As it is scalable and flexible, it is available for use by local and tribal governments in the Commonwealth.
The template is intended to assist organizations with formatting the data collected during the planning process.  The COOP planning process includes a review of an agency’s business functions and then determining which functions are mission essential functions (MEFs) that must be continued during an emergency.  The process also identifies, and documents essential records, systems, and equipment required to support each MEF.  








CONTINUITY PLAN TEMPLATE AND INSTRUCTIONS 
Virginia Department of Emergency Management provides this template to state agencies in compliance with Executive Order 41 (2019).  VDEM referenced the following documents in developing the template:
The Continuity Guidance Circular (CGC),  February 2018, which can be accessed using this link: Continuity Guidance Circular.
The Continuity Plan Template and Instructions for Non-Federal Entities and Community-Based Organizations which can be accessed with this link: Continuity Plan Template for Non-Federal Entities.  
The purpose of this template is to enable agencies to incorporate the information they collected during the planning process into a consistent format. It includes some recommended best practices.  This template is scalable and organized in a flexible format so that state agencies may select all or only certain sections of the template to develop or improve their plan.   The template includes instructions in blue italics and includes sample language in regular font that is provided as an example of what can be included in the agency plan.  The sample language should be reviewed and incorporated into the plan as applicable. Once the draft is complete the planner should delete all information in blue italics.
Explanation of Terms  
The terms used to describe the mission essential functions and primary business functions is consistent with the terminology the Virginia Information Technology Agency (VITA) uses in the business impact analysis (BIA).  The consistency of terminology between the COOP Plan and a BIA is important as a BIA is required of all executive state agencies, and it is a best practice for any organization engaged in COOP planning.
Please contact the VDEM Planning Division via email at planning@vdem.virginia.gov with questions or comments about the template or if you need assistance with the planning process. 







Promulgation statement 
This letter, when signed by the head of the organization, serves as a formal authorization of, and introduction to, the plan and its purpose. It gives the plan official status, and the organization authority and responsibility to perform their tasks.  The following is sample language that can be revised and included in the agency’s COOP Plan: 
The mission of [Agency] is to [include summary of mission statement].
To accomplish this mission, [Agency] ensures that the most time critical operations are performed efficiently and with minimal disruption, especially during an emergency. This document provides guidance for implementing the Continuity Plan and programs to ensure that [Agency] can conduct its essential missions and functions under all threats and conditions. 
The plan was developed with input from all [Agency] personnel and complies with Executive Order Number Forty-One, 2019. Upon plan activation, essential personnel who perform essential functions in this plan, will resume performance of the essential functions assigned to them within the designated recovery time objective (RTO) and continue until normal operations can be resumed. 
This promulgation shall also serve as official approval of the Orders of Succession and Delegations of Authority outlined here in.
[Agency Administrator signs here]
[Enter Agency Administrator’s name here]
[Enter Agency Administrator’s title here]
[Enter Organization Name here]




CONFIDENTIALITY STATEMENT 
This section should include a description of any protections provided to the continuity plan to prevent disclosure of plan tactics and personal information to those who may intend harm to the organization or its personnel. Depending on the sector, this may include: 
Legislative exemption of continuity plans from public disclosure laws.
Designation of plan ‘For Official Use Only. 
[Agency’s] Continuity of Operations Plan, along with subsidiary plans and supporting documents, contain confidential information and are for official use only as provided in Code of Virginia § 2.2-3705.2. These documents are to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with the standard procedures followed for confidential information at [Agency] and are not to be released, without prior approval of the [Agency Director or other designated personnel] to the public or other employees who do not have a valid “need to know”.




Business FUNCTIONS
Business functions refer to all functions an agency performs in conducting its business and each type of business function is defined in this section.  The process should begin by identifying all functions and then determining which functions are organizational essential functions, mission essential functions, and then primary business functions.  
Organizational Mission Essential Function (MEF)
MEFs are high level functions based on the organization’s goals and its mission. These functions are performed collectively and supported by the work of the entire organization.  By identifying the MEFs, the organizations planning team and organizational staff (i.e., its subordinate units such as departments, divisions, etc.) will be able to identify the mission essential functions and primary business functions more easily as they align to these functions. 
The planning team should identify the organization’s MEFs through a review of:
Agency’s goals and mission statement.
Agency’s Laws and regulations that are applicable to the agency’s operations. 
Once the MEFs are drafted, they should be submitted to [Agency’s] leadership and management for review and approval.  
Consideration should be given to maintaining public confidence in the agency’s ability to provide services. Refer to the Business Process Analysis in Appendix D:   Business Process Analysis Worksheet and complete 1 worksheet for each MEF.   The worksheet should be completed by personnel responsible for the function.
The processes of identifying and incorporating MEFs into the plan is optional. These functions may be more useful for larger organizations with complex missions versus small organizations with less complexity.  
Division/Department Mission Essential Function (MEF)
MEFs in this section should align directly with an Organizational MEF. This section is intended for an organizations’ subordinate units (i.e., departments, divisions, etc.). This section should list each of the organization’s MEFs (by unit) based on the most time critical and primary business functions (PBFs) that cannot be left undone for 30 days without risking failure of mission or loss of trust, respect, and funding. Each unit’s section should identify the resources, space requirements, costs, interdependencies, workflow processes, and PBFs that ensure the continued performance of the organization’s MEFs.
MEFs must be continued throughout or resumed rapidly after a disruption of normal operations so the organization should develop “downtime” or “alternate” procedures until information technology systems/applications or normal procedures resume. 
MEFs may include statutory business functions required by law or mission of the department/agency.
Primary Business Functions (PBFs)
These business functions are enabling functions. PBFs describe internal support activities that must be continued to support MEFs and the continuation of the agency’s mission. Examples of PBFs include functions such as processing travel vouchers to support travel to a disaster site and maintaining agency vehicles.  Another example is building security.  During an emergency, it is expected that security officers would direct people to safety; during normal operations the security officers would be following standard procedures to ensure safety of the facility and provide customer service to visitors.  
BUSINESS IMPACT ANALYSIS (BIA) SUMMARY
The BIA is an important reference for the agency’s disaster management plans. It addresses each business function of an organization and determines the impact of its failure on the organization.  The information collected in this process is a foundation for COOP planning as well as Information Technology (IT) planning.  It is required for all executive state agencies and a recommended best practice for any entity as part of their COOP planning process.    
Essential Records and IT Functions 
This section addresses essential records management requirements needed to support MEFs and sustain legal and financial responsibilities during a continuity event. Identification, protection, and ready availability of databases, software, and electronic and hard copy documents are critical elements of a successful Continuity Plan and program. 
Identification and Storage 
It is critical to identify every document record, photo, piece of data, software program, or other hard copy or electronic information required to conduct each MEF or reconstitute full operations.
The process should identify the data owner who is responsible for maintaining this list and where it is stored.
The organization should establish a system for naming and storing documents that makes them easy to locate on primary or backup storage devices if desktop maps are lost. Consult with the IT division for best practices for naming and storing files, and train staff on these systems.
[Office/title] maintains a complete inventory of essential records, along with their locations and instructions for access at [location/office]. 
Table 1: Sample Essential Records Database 
Essential Record, File, or Database	Organizational	Functions	Form of Record (e.g., hardcopy, electronic)	Pre-positioned at Alternate Location	Hand Carried to Alternate Location	Multiple Storage Location(s) Y/N	Maintenance Frequency
Mapping Database	Function #1	Electronic	X		Y	Monthly
Regional Dams List	Function #2	Hardcopy		X	N	Annually
Pollution/Chemical Incident Database	Function #3 & 4	Electronic	X		N	Monthly
Public and Private Sewage System Records	Function #3, 4, & 5	Electronic	X		Y	Quarterly


This table can be included in your agency’s plan with records determined to be essential during the planning process.
To ensure rapid identification and recovery, essential records will be named and stored according to policies developed by IT. This policy is included in the Essential Records Annex and [other location(s)]. 
[bookmark: _Toc523469797]Backup and Protection
Once this has been done, these documents should be formally designated as essential records. As such, they should be stored, backed up, and a Recovery Plan should be identified.
Every essential record should be backed up outside of the organization’s servers to ensure they can be accessed if the server room is damaged by the incident. Solutions range in security and cost, so increased protection may need to be included in the multi-year strategic plan (see Budgeting and Acquisition section).
Electronic backup storage options include, but are not limited to contracts with a data storage and recovery facilities, maintaining offsite servers at other locations, cloud storage, portable media such as external hard drives or thumb drives, tape backups, etc. 
Hard copy backup storage options include, but are not limited to, maintaining blank copies of documents or forms offsite, utilizing a government or private sector documents storage or library facility, or maintaining secure duplicate files at the alternate location. 
Electronic records, and the records inventory, are backed up using [describe system and/or process]. Additional protection is provided using [describe system and/or process(es)]. If they are lost, recovery will be conducted by [describe responsible party and/or process].
Hard copy records are backed up using [describe system and/or process]. Additional protection is provided using [describe system and/or process(es)]. If they are lost, recovery will be conducted by [describe responsible party and/or process].
[bookmark: _Toc523469798]Recovery
[INSERT process for restoring damaged records here.]
[bookmark: _Toc138407252][bookmark: _Toc146551787][bookmark: _Toc523469801]Personnel 
[bookmark: _Toc523482655]Roles and Responsibilities
Include a description of roles and responsibilities for: 
· Senior leadership
· Procedures and authorities for activation of a continuity event
· Adjusted responsibilities to manage the limited EFs
· Non-continuity personnel
· Continuity Team personnel 
· [Other personnel as necessary
The table on the following page is a sample of assignments of responsibilities, which can be downloaded into your agency’s plan.  Review its content and edit it to ensure it addresses the roles and responsibilities of the leadership of your agency. 
	Position
	Responsibilities

	Organization Head
	· Provide overall policy direction, guidance, and objectives for continuity planning.
· Provide necessary resources to support the implementation of the organization Continuity Plan and supporting activities (e.g., training, exercise).
· Ensure adequate funding is available for emergency operations.
· Ensure all organization components participate in TT&E activities. 

	Continuity Coordinator/
Manager
	· Provide strategic leadership and overarching policy direction for the continuity program.
· Serve as the organization continuity program point of contact (POC).
· Implement the Continuity Plan when necessary, or when directed by a higher authority.
· Maintain orders of succession and delegations of authority.
· Update Continuity Plan annually.
· Develop and lead continuity training.
· Plan continuity exercises.
· Update telephone rosters monthly.
· Conduct alert and notification tests.

	Essential Records Manager
	· Review status of essential records, files, and databases.
· Provides for proper storage and protection of essential records.

	Continuity Personnel
	· Be prepared to deploy and support organization MEFs in the event of Continuity Plan implementation.
· Provide current contact information to manager. 
· Be familiar with continuity planning and know individual roles and responsibilities in the event of Continuity Plan activation.
· Participate in continuity training and exercises as directed. 
· Have a telework agreement in place, if applicable.

	Department Directors 
(See list of MEFs)
	· Appoint a POC for coordination and implementation of the Continuity Plan.
· Keep Continuity Coordinator/Manager informed of any changes in the designation of the office continuity POC.
· Identify MEFs to be performed when any element of the organization is relocated as part of the Continuity Plan.
· Identify those functions that can be deferred or temporarily terminated in the event the Continuity Plan is implemented.
· Maintain a current roster of Continuity Team members.
· Maintain current personnel emergency notification, accountability, and relocation rosters.
· Prepare backup copies or updates of essential records.
· Ensure that the time and attendance function is represented on the Continuity Team.


Table 2: Roles and Responsibilities 

[bookmark: _Toc523469802]All Personnel
[INSERT a description of roles and responsibilities for organization personnel here.]
Every member of the organization will train and prepare in advance for a continuity event, so they are prepared to act quickly in an emergency. Everyone will also develop a Family Support Plan to increase personal and family preparedness. VDEM provides resources on its website to help with personal and family preparedness: Make a Plan | VDEM (vaemergency.gov).  There are additional resources available at  www.ready.gov website for developing a Family Support Plan. 
Personnel Accountability 
[INSERT guidelines for personnel accountability. Reference agency’s policy for personnel accountability to determine the welfare and availability of staff.  Include recommendations on the activation of associated mitigation strategies within the continuity plan based on the magnitude of the incident and impact on personnel, facilities, and normal business activities.]
It is important to account for all personnel during a continuity event. The [insert office/title] will account for personnel using [insert accountability process here, such as call trees, an automated system, a 1-800 number, etc.]. Accountability information is reported to the [insert office/title] at [insert number] hour intervals. The process will continue until all personnel have been accounted for.
[bookmark: _Toc523469803]Continuity Personnel
The organization has determined the positions necessary to conduct essential functions, and to authorize and approve the work. Key positions include the Continuity Coordinator, Continuity Team members, senior leadership and their successors, and others who are assigned continuity responsibilities. These individuals will report to the alternate location or other assigned location. A copy of the current roster is found at [insert location]. The [Insert office/title] is responsible for maintaining the roster and ensuring personnel are correctly matched to required positions.
Orders of Succession for Leadership Positions
Orders of succession identify lines of succession for the organization head and key positions required to authorize and approve EFs and reconstitution, and to maintain financial and legal responsibilities.  For each position that requires legal documentation to enable successors to assume responsibilities, a delegation of authority document should be created. It should list the successors in the order they would assume responsibility, outline the legal authority for individuals to make policy decisions during a continuity event, describe the process for transferring authority between the primary job holder and his/her successors, and designate responsibilities that may/may not be assumed. This document should be reviewed by the legal division and signed by primary job holder and successors. Revisions should be distributed to agency personnel as changes occur.
Orders of succession should: 
· Designate at least three individuals, where possible, to manage EFs and other critical operations.
· List successors in the order they would assume the role.
· Be described by positions or titles, rather than names to limit revisions to plan.
· Be regularly reviewed by the organization’s legal department.
· Be designated and maintain as essential records. 
· Suggestion: Download this table to your agency’s document.  Delete the sample information and identify the leadership positions, and the successors in the order in which they would step up to the leadership position.  Identify the position by title, who is responsible for ensuring orders or succession are up to date.  
Table 3: Sample Order of Succession
	Position
	Designated Successors

	
	1. Deputy Director, Bureau of Water Management

	Director, Bureau of Water Management
	2. Division Head, Enforcement and Remediation Division

	
	3. Division Head, Standards and Planning Division



[Office/title] is responsible for maintaining ensuring orders of succession are up-to-date, and copies can be found at [location(s)]. When changes occur, they will be distributed to [insert offices/groups].
When the primary holder of one of these positions, or their acting successor, becomes unreachable or incapable of performing their duties, the [insert office/title] will notify the next successor in line and inform other internal and external stakeholders of the substitution. 
The emergency management coordinator (continuity coordinator) will conduct successor training conducted annually, and the dates and topics will be documented by [insert office/title] and stored in the training records [insert location] which are essential records.
[Insert office/title] is responsible for ensuring orders of succession are up-to-date, and copies can be found at [insert location(s)]. When changes occur, they will be distributed to [insert offices/groups]. 
Delegations of Authority
Delegations of authority provide details for personnel to make key decisions during emergencies. Delegations of authority ensure the orderly and predetermined transition of responsibilities within an organization and are related to, but distinct from, orders of succession and are typically tied to a written delegation of authority and provide the recipients with the legal authorization to act on behalf of the organization head or other officials for specified purposes and to carry out specific duties. Delegations of authority will generally specify a particular function that an individual is authorized to perform and includes restrictions and limitations associated with that authority. Delegations of authority are an essential part of an organization’s continuity program and should have sufficient breadth to ensure the organization can perform its essential functions. Examples include positions which have the authority to take the following actions or make decisions:
· Sign checks and legal documents
· Authorize workplace closure.
· Make purchases.
· Hire personnel.
The following table below can be incorporated into the plan with information determined during the planning process.
Table 4: Delegations of Authority 
	Title of Position 
	Specific Function requiring authority 
	Location of documentation of authority 

	
	
	

	
	
	


Additional Human Resource Considerations
The continuity program should coordinate with the Human Resource Division regarding additional human resources consideration including pay, benefits, employee schedules, and employee assistance. There may be laws or applicable human resource regulations that must be adhered to during a continuity event. Those considerations should be documented here, as well as the point of contact for any questions or concerns during a continuity event. Instructions should include discussing pay and benefits issues with the entity who cuts checks to ensure they align expectations and RTOs. 
The organization has developed guidance and direction for personnel regarding human resource issues during a continuity event. This guidance is integrated into the Human Resources procedures, is maintained by the [insert office/title] and stored at [insert file location (hyperlink or hardcopy)]. The agency Emergency Management Coordinator (EMC) or the Continuity Coordinator works closely with the [insert appropriate human resources office/title here] to resolve human resources issues related to a continuity event, update the Continuity Plan, and communicate with managers regarding human resources needs to help continue EFs throughout an event. 
The organization has issued continuity guidance for human resources on the following issues which should be incorporated into this plan: 
· Additional Staffing: [Insert guidance here or location of guidance]
· Work Schedules and Leave/Time Off: [Insert guidance here or location of guidance]
· Employee Assistance Program: [Insert guidance here or location of guidance]
· Employees with Disabilities: [Insert guidance here or location of guidance]
· Benefits: [Insert guidance here or location of guidance]
· Premium and Annual Pay Limitations: [Insert guidance here or location of guidance]
· [Insert additional topics here]
Personal Recovery Assistance 
Identify individuals are responsible for monitoring the well-being and recovery of personnel, and the ways the organization can help keep them safe and healthy, or more quickly recover. This would include detailing, or citing another document that covers, the emergency procedures for filing Workers’ Comp claims, and accessing Employee Assistance Programs or other services and resources. 
An event that requires the activation of the Continuity Plan may personally affect personnel. Therefore, the [insert office] will create provisions and procedures to assist all personnel, especially those who are disaster victims, or who have special Human Resources concerns following a catastrophic disaster. These provisions and procedures are found at [insert location].
[bookmark: _Toc523482662]Replacing Staff
It may be necessary to augment or replace personnel during a continuity event. The [insert division or program] will be responsible for recruiting, hiring, and on-boarding staff during a continuity event.
[bookmark: _Toc138407253][bookmark: _Toc146551788]COMMUNICATIONS 
This section addresses communications systems needed to ensure connectivity during emergencies. The ability to execute MEFs depends on the availability to communicate. Resilient communications and IT systems should be utilized to ensure communications can continue, even if some infrastructure becomes disabled, and to support connectivity among organization leaders, internal personnel, and other organizations, customers, and the public during the crisis.
[bookmark: _Toc146551789]Resilient Systems
Provide an overview of all methods of communication the organization can use, and where they can cross-cover gaps or losses. This may be done using a table.
[Agency] has identified multiple, resilient communication systems, located at the primary and alternate location(s), and telework or virtual office location. These systems will support the needs of the organization during all hazards/threats. The organization also maintains communications equipment for use by employees and clients with disabilities and hearing impairment. During a pandemic, when the limiting factor is loss of manpower rather than loss of facility or equipment, the diverse forms of communication can support social distancing efforts. These systems and are documented at [insert location]. 
This sample table could be downloaded and included in your agency COOP Plan with applicable communications devises. Review the sample items and maintain what is applicable to your agency’s operations.  
Table 5: Sample Communications Systems Tracking Table 
	Communication System
	Support to Essential Function
	Current Provider
	Specification
	Alternate Provider
	Special Notes

	Non-Secure Phones
	
	
	
	
	

	Secure Phones
	
	
	
	
	

	Fax Lines
	
	
	
	
	

	Cellular Phones
	
	
	
	
	

	Two-way Radios
	
	
	
	
	

	[Agency Specific Comms]
	
	
	
	
	


[bookmark: _Toc146551790]Alert and Notification
Explain how the organization will issue initial notification to staff that an incident has occurred. This might include mass notification systems, alarms, public address systems within the building, emails, phone calls, press releases, agency website banners, or other methods of communication.
In the event of a potential or actual interruption, [insert office/title] will take the following steps to communicate [Agency’s] operating status:
(1) The [Agency Head] or designated successor will notify [insert office/title] of the Continuity Plan activation.
(2) [Insert notification steps here]. Include methods of notification and required responses to verify that personnel have received the notification. If the organization maintains an advance team to prepare the continuity site for arrival, include here].
(3) [Insert office/title] will notify family members, and/or emergency contacts of Continuity Plan activation.
(4) [Insert office/title] will notify external stakeholders of activation.
[bookmark: _Toc146551791]Continuity Event Communications 
Once the organization has moved into continuity operations it is important for personnel to remain aware of the recovery status of the workplace, and to know when/if they are required to step into an alternate role. It is also important for the organization to remain aware of the health and personal recovery status of personnel and to aid the available workforce efficiently. In this section, describe: 
· The expected frequency of ongoing communication.
· Who is primarily responsible for ensuring communication.
· If two-way communications are required to ensure receipt of messages 
Table 6: Sample Continuity Event Communications Tracking 
	Sender
	Receiver
	Method
	Message
	Frequency
	Receipt Notification

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Contact Rosters
Contact rosters should be developed and maintained to identify the following.
· Internal personnel
· External stakeholders (partners, media, funding entities, government contacts)
· Service providers (vendors, mail, and courier services)
Contact Rosters are maintained by [position/department] and stored in the essential records database.
[bookmark: _Toc523482669][bookmark: _Toc137564993][bookmark: _Toc137586011][bookmark: _Toc137586374][bookmark: _Toc138407254][bookmark: _Toc146551792]Tracking the Threat
It is important to continue monitoring the situation until the threat ceases to exist. Outline the processes senior management will use to track the development of the incident (via online and broadcast news and weather, emergency services, or other sources) and applying the effects of these developments to:
· The health and safety of personnel
· Execution of MEFs
· Potential effects on communications and IT systems, facilities, equipment, and other essential resources
The organization will remain informed of the threat environment using all available means, including: 
· Emergency Operations Center 
· Regional and local notification systems
· Direction and guidance from leadership
· News and weather media
[Agency Director] will evaluate all available information relating to:
· The health and safety of personnel
· The ability to execute MEFs
· Changes in threat advisories
· Intelligence reports
· The potential or actual effects on communications systems, information systems, office facilities, and other essential equipment
· The expected duration of the emergency 
· Known threats and emergencies (with warning). 
· Unexpected threats or emergencies during non-business hours
· Unexpected threats during business hour
· Insert other agency considerations here
Once [Agency] activates the plan and transitions to continuity operations it is important for personnel to remain aware of the recovery status of the workplace, and to know when/if they should step into an alternate role. It is also important for the organization to remain aware of the health and personal recovery status of personnel and to advise on efficient use of the available workforce efficiently. In this section, describe:
· The expected frequency of ongoing communication
· Who is primarily responsible for ensuring communication.
· Whether two-way communication is required to ensure receipt of messages.
In the event an incident requires activation of an alternate location(s), outline the process by which personnel will be notified and relocated to the site(s). Note: Not all continuity events require the relocation to an alternate location.
Upon activation of the Continuity Plan by [Agency Administrator], key personnel may relocate to the alternate location(s) and begin performing MEFs. Emergency Management Coordinator (EMC) as required by EO 41 to manage COOP responsibilities will notify the point of contact at the alternate location(s) of the activation and the need to occupy the space and ensure that the continuity operations can begin within the RTOs identified in the plan. 
[bookmark: _Toc146551793]ALternate location and telework 
Each agency should identify and maintain at least one alternate location for the relocation of a limited number of the organization’s key leaders and staff. This could include use of another brick-and-mortar facility, or virtual office options. The alternate location should be located where it will not be vulnerable to the same disrupting events that damaged the primary operating facility.
The agency should have guaranteed access to their alternate location within an agreed upon time following initiation of continuity operations. This should allow time for set-up so work can begin within the recovery time objective. 
The organization should have guaranteed access to their alternate location within an agreed upon time following initiation of continuity operations. This should allow time for set-up so work can begin within the recovery time objective. 
If a contract is required to ensure occupancy on demand, it should be obtained before the time of need, and should outline use parameters and limitations. This contract should be classified as an essential record and a copy included in the Alternate Facilities Annex. 
A copy of the MOA/MOU is found at [insert location] and maintained by the [insert division or program. 
The alternate location(s) provide the following in sufficient quantities to sustain operations until normal operations can be resumed (usually within 30 days):
· Space and equipment, including computer equipment and software. The alternate location can accommodate [insert number] personnel. Facility floor plans, equipment inventory, and [insert other applicable documents] are found at [insert location].
· Capability to perform EFs within the RTO. The facility will remain available until normal operations can be resumed, often within 30 days.
· Reliable logistical support, services, and infrastructure systems. Details on these infrastructure systems are available at [insert location].
· Consideration for health, safety, security, and emotional well-being of personnel. including [insert considerations, such as physical security, fitness activities, access to the Employee Assistance Program, and presence of security].
· Emergency/back-up power capability. Details on the power capability are available at [insert location].
[bookmark: _Toc523482672][bookmark: _Toc146551794]Access to Communications, Internet, and Remote Servers
Determine the number of internet and phone ports, and whether host security allows use of their internet lines. Determine where replacement phone and computer equipment will be stored ahead of time or procured within the RTO.
Describe how members of the Continuity Team will access the organization’s primary servers, backup storage, and essential records database in the event these servers are lost. If remote access will be used to reach servers, ensure there are adequate licenses, and that the internet is fast enough to support timely transference of an appropriate volume of data.
[bookmark: _Toc523482674][bookmark: _Toc146551795]Maps, Directions, Security, and Access
Personnel must be able to reach the site to begin work within the RTO. Clearly spell out all security and site access requirements. Maps and directions, including at least a primary and secondary route (in case a disruption renders the primary route inaccessible) should be included 
[bookmark: _Toc523482675][bookmark: _Toc146551796]Telework 
To work remotely, requires having access to information on the organization’s servers, backup storage sites, and/or essential records database. Each user must have an agency issued laptop to use at home or remote site with adequate capabilities, and that meets the security requirements to access servers and to interface with other systems as required to conduct MEFs.
Continuity operations will begin at the date and time stated in the plan activation notification. Within 8 hours of plan activation, the IT manager will determine if the infrastructure in the primary operating facility is accessible and fully functional. The IT manager will provide personnel with the status of the agency’s infrastructure and identify which IT resources they should use.
Once continuity operations have begun, all non-continuity personnel will begin teleworking and will:
· Contact their manager by email, text, or telephone to verify their arrival and ability to telework from their location.
· Upon notification from the IT manager regarding which IT resources will be used, login to the appropriate location.
· Report to their manager their ability to access essential records needed to perform their functions or obstacles they are facing.
· Begin performing EFs or supporting activities within the RTO.
[bookmark: _Toc146551797][bookmark: _Hlk139388854]Activation/Relocation
In the event an incident requires activation of an alternate location(s), outline the process by which personnel will be notified and relocated to the site(s). Note: Not all continuity events require the relocation to an alternate location.
Upon activation of the Continuity Plan by [insert authority], MEFs may relocate to the alternate location(s). [Insert office/title] will notify the point of contact at the alternate location(s) of the activation and need to occupy the space and ensure that the continuity operations can begin within the RTO.   
If the emergency occurs during work hours continuity activities will be implemented as follows: 
· Advance Team and Continuity Team members will deploy to the designated alternate location from the primary facility or their current location using [insert method of transportation, such as privately owned vehicles, buses, etc. here. Include any provisions made regarding the transport of disabled continuity employees]. 
· Non-continuity personnel will receive instructions from [insert office/title]. In most situations they will be directed to return home to await further instructions. 
· Information will be provided regarding safety precautions and clear routes to use when leaving the primary operating facility.
If the emergency occurs during non-work hours continuity activities will be implemented as follows:
· Advance Team and Continuity Team members will deploy to the designated alternate location from their current location using [insert method of transportation, such as privately owned vehicles, buses, etc. here. Include any provisions made regarding the transport of disabled continuity employees]. They should arrive by [insert time here, such as immediately, time specified during notification, within a pre-designated number of hours or business hours, etc.].
· [bookmark: _Hlk139389099]Non-continuity personnel will remain at their residence or other designated location but must be prepared to replace or augment continuity personnel within [include hour] of notification, or as advised. Staff replacements will be coordinated by the [office/title].
[bookmark: _Hlk139389148]Non-continuity personnel may be required to replace or augment continuity personnel during activation and should remain available as instructed. Notification of activation will include [include time from notification till they are expected to arrive for work]. These activities will be coordinated by the [insert office/title]. 
The advance team will should arrive and prepare the alternate location(s) for use so that continuity operations can be resumed within the RTO. The advance team will:
· Ensure infrastructure systems, such as power and heating, ventilating, and air conditioning are functional.
· Prepare check-in duty stations for the Continuity Team’s arrival.
· Address telephone inquiries from continuity and non-continuity staff.
· [Insert additional tasks here].
In-processing procedures include [insert steps to in-process continuity personnel here, including how to obtain the roster of continuity personnel and how the organization will reach individuals who have not in-processed for accountability, etc.]. 
[bookmark: _Toc523230933]Table 9: SAMPLE Alternate Location Checklist
	Alternate Location Checklist

	Upon arrival at the alternate location, continuity personnel will:

	· Check in  

	· Receive instructions and equipment

	· Report to workstation as identified in [insert location] or as otherwise designated during the activation process

	· Retrieve pre-positioned or transported information and resources, and activate specialized systems or equipment

	· Monitor the status of personnel and resources

	· Conduct EFs

	· Prepare and disseminate reports, as required

	· Comply with any additional continuity reporting requirements

	· Communicate contact information to family members, next of kin, and emergency contacts

	· [Insert additional tasks here]


[bookmark: _Toc523482677][bookmark: _Toc146551798]RECONSTITUTION
Organizations should identify and outline a plan to return to normal operations once senior management, or their successors, determine the disaster no longer poses a threat. To ensure proper focus on each area of work, separate individuals should staff the Reconstitution Team and Continuity Team. Organizations that use a Reconstitution Plan that is separate from their Continuity Plan should reference that plan and include a summary of the information in this section. The referenced Reconstitution Plan should be designated as an essential record.
[bookmark: _Toc523482678][bookmark: _Toc146551799]Procedures
Within [designated time] of an emergency relocation, and after receiving approval from the appropriate state and local law enforcement and emergency services, the Reconstitution Team will initiate and coordinate operations to salvage, restore, and recover the primary operating facility and resources:
[bookmark: _Toc523230934]Table 10: SAMPLE Reconstitution Checklist
	Reconstitution Checklist

	· Identify the Reconstitution Manager for all phases of the reconstitution process.

	· Reconstitution will commence when the [Organization Head] or another authorized person ascertains that the emergency has ended and is unlikely to reoccur. 

	· Within [insert number] hours of the Continuity Plan activation, each [Organization Name] subcomponent will designate a reconstitution POC to work with the Reconstitution Team and to update office personnel on developments regarding reconstitution.

	· [Insert office/title] should determine the status of the primary operating facility affected by the event by [insert methods here]. 

	· [Organization Name], in conjunction with [insert offices and organizations here], will determine how much time is needed to repair the primary operating facility and/or acquire a new facility.

	· Should [Organization Name] decide to repair the facility, [insert office/title] has the responsibility of supervising the repair process and should notify [insert office/title] of the status of repairs, including estimates of when the repairs will be completed.

	· Before relocating to the recovered or replaced primary operating facility, the [insert office/title] will conduct appropriate security, safety, and health assessments to determine building suitability. 

	· [Insert office/title] will verify that all systems, communications, and other required capabilities are available and operational and that the [Organization Name] is fully capable of accomplishing all essential functions and operations at the new or restored primary operating facility.

	· Upon verification that the required capabilities are available and operational, and that the [Organization Name] is fully capable of accomplishing all essential functions and operations at the new or restored facility, the [insert office/title] will begin supervising a return of personnel, equipment, and documents to the primary operating facility. 

	· The phase-down and return of personnel, functions, and equipment will follow the priority-based plan and schedule outlined below; the [Organization Name] will develop return plans based on the incident and facility within [insert number] hours of plan activation.


[bookmark: _Toc523482679][bookmark: _Toc146551800]Reconstitution Team 
Individuals should not be assigned to both the Continuity and Reconstitution Team as both require significant time and effort, and the responsibilities overlap. Reference the roster of Reconstitution Team members (in the Communications Annex).
Describe the expectations for members of the team. These may include:
· Communication between senior leadership and building managers or repair crews
· Recovery of resources from the damaged building (if safe to do so)
· Coordination of repairs to re-occupy the damaged facility
· Searching for a new permanent or semi-permanent facility
· Procuring resources, setting up/installing, and testing the permanent facility for operability
· Assisting in creation of a return-to-work schedule to recover operations in the order of greatest need (often the MEFs will continue from the alternate location until the new permanent one has been tested and proved fully operational)
[bookmark: _Toc523230935]Table 11: SAMPLE Reconstitution Team Responsibility Chart
	Position
	Responsibilities

	Organization Head
	· Provide overall policy direction, guidance, and objectives for continuity planning.
· Provide necessary resources to support the implementation of the organization Continuity Plan and supporting activities (e.g., training, exercise).
· Ensure adequate funding is available for emergency operations.
· Ensure all organization components participate in TT&E activities. 

	Reconstitution Manager
	· Provide strategic leadership and overarching policy direction for reconstitution activities.
· Serve as the organization reconstitution POC.
· Implement the Reconstitution Plan when necessary, or when directed by a higher authority.
· Update Reconstitution Plan annually.
· Assemble and train reconstitution team.
· Conduct TT&E activities.
· Coordinate with Continuity Manager.
· Oversee and monitor work on primary facility. 
· Plan phased transition of EF to primary facility.

	Reconstitution Team Personnel
	· Be prepared to deploy and support reconstitution activities 
· Provide current contact information to manager. 
· Be familiar with reconstitution planning and know individual roles and responsibilities in the event of activation.
· Participate in continuity training and exercises as directed. 


TESTING, TRAINING AND EXERCISE (TT&E)
Agencies should a comprehensive Test, Training, and Exercise program to validate policies, plans, and procedures, ensure that personnel are sufficiently trained, and verify that resources and equipment can continue operations, in compliance with EO 41 (Northam 2019). Training and orientation curriculum should be instituted to create awareness and enhance the skills required to develop, implement, maintain, and execute the COOP program.  
Each element of the COOP program should be evaluated through a combination of different tests and exercises, and agencies should establish procedures to for the information obtained from their program to be incorporated into a remedial action process.  
At a minimum, and in compliance with Executive Order 41 (2019 Northam) the agency must:  
· Conduct orientation and training for identified COOP personnel (individual/team).  
· Annually test alert and notification procedures.  
· Plan periodic exercise of operational plans, alternate facilities, and interoperable communications.  
· Conduct after action review of the exercise and any emergencies that cause the plan to be evacuated.   
· Additionally, to enhance the plan agencies should plan joint agency exercises, to include participation in other agency exercises; periodically validate and test equipment, including IT and communication equipment; update plans and procedures as appropriate or on an annual basis
The following table may be used in [agency] plan to document training, testing and exercises.
	
Event
	Event Type
and Purpose
	Date
	Confirmation Initials or Signature

	Continuity Facility Communications Check
	Test and validate equipment to ensure internal / external interoperability and viability of communications systems
	August 1, 2010
	[insert signature]

	Participants
	Office
	Phone/Email
	

	Jane Doe
	Office of the Director
	222-222-2222
jane.doe@agency.gov
	/s/ Jane Doe

	Jon Smith
	Human Resources
	111-111-1111
jon.smith@agency.gov
	/s/ John Smith




[bookmark: _Toc146551801]

APPENDIX A: AUTHORITIES AND REFERENCES  
Authorities 
1. Executive Order Number Forty-One (2019) 
2. Code of Virginia §44-146.18 B.6
References
1. Continuity Plan Template and Instructions for Non-Federal Entities and Community-Based Organizations, Federal Emergency Management Agency, August 2018.
2. Continuity Guidance Circular, FEMA National Continuity Programs, February 2018. 
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[bookmark: _Toc146551802]APPENDIX B: ACRONYMS
The following table includes a list of acronyms that are general to continuity of operations. Download this into your agency’s plan and incorporate additional acronyms that are relevant to the agency’s business processes and Mission Essential Functions. 
	Acronym
	Definition

	AAR
	After Action Report

	BIA
	Business Impact Analysis

	BPA
	Business Process Analysis

	CAP
	Corrective Action Program

	CAT
	Continuity Assessment Tool

	CGC
	Continuity Guidance Circular

	MEF
	Mission Essential Function

	IT
	Information Technology

	MOA
	Memorandum of Agreement

	MOU
	Memorandum of Understanding

	OEF
	Organizational Essential Function 

	POC
	Point of Contact

	PBF
	Primary Business Function 

	RPO
	Recovery Point Objective 

	RTO
	Recovery Time Objective

	SLA
	Service Level Agreement

	SOP
	Standard Operating Procedure

	TT&E
	Training, Testing, & Exercise
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[bookmark: _Toc146551803]APPENDIX C: PLAN MAINTENANCE
Annual Review
EO 41 (2019 Northam) requires each state agency to create and annually update the COOP plan. 
Record of Changes 
A plan may need to be revised following activation to a real-world event, or a planned exercise. Additionally, a plan may need to be updated to agency reorganization 
In any situation that results in a plan revision, the [EMC] will follow the Agency SOP and update the plan accordingly.  Additionally, [EMC] will update the table for each plan revision. 


	Change #
	Date
	Description of Change
	Page #
	Initials
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APPENDIX D: WORKSHEETS 
Mission Essential Functions (MEF) / Primary Business Function (PBF) Worksheet
Determine the agency’s organizational functions by reviewing the agency’s mission statement, its legal responsibilities and goals and objectives.  The organizational MEFs are overarching and typically not assigned to an individual.  This step is not required but may be useful to larger organizations.  Organizational mission essential functions 


	MEFs 
	Organizational MEF 1
Environmental Protection
	Organizational MEF 2
Protection of Livestock and Produce 
	Organizational MEF 3
Life Safety 

	Advise livestock producers of impact of virus on farm animal and protective actions to reduce spread of virus 
	
	
Y
	

	Advise area residents of chemical spill and order evacuation. 
	Y
	
	Y

	Provide evacuation notices to area residents 
	
	
	Y



Mission Essential Function: Critical activities that are directly related to accomplishing the mission. Limited set of organizational functions that should be continued or rapidly resumed after a disruption. 
Primary Business Function: Must be performed so that missions are performed. Activities that enable the organization to perform MEFs
Recovery Tim Objective (RTO): How quickly must this task or activity resume if disrupted? Consider unacceptable consequences that may cause inability to meet life safety standards resulting in loss of confidence in the agency.
Recovery Point Objective (RPO): Maximum amount of data - as measured by time - that can be lost after a recovery from a system interruption before data loss will exceed what is necessary to perform the function.
 Business Process Analysis Worksheet 
	Instructions 
Complete 1 BPA for each essential function identified; save as separate files
Sample Worksheet   
.




	 Business Process Analysis: Data Sheet 

	1. Mission Essential Function (MEF) 
a. Title: 
b. Short description: 
c. Legal requirements (statutes, regulation, state code, etc.): 
d. Recovery Time Objective (RTO): 
*RTO: How quickly must this task or activity resume if disrupted? Consider unacceptable consequences that may cause inability to meet life safety standards resulting in loss of confidence in the agency.

	2. MEF Outputs
Identify products, services, and information (i.e., deliverables or outputs) that result from performance of the MEF. Identify the partners, stakeholders, and specific performance measures and standards for the outputs.

	3. MEF Inputs 
Identify products, services, information, supplies, equipment, resources, and stakeholders required to perform and deliver the MEF outputs. 
PBF Input:

	4. Dependencies and Interdependencies
Identify dependencies and interdependencies with partners and stakeholders.

	5. Decision authority
Identify individuals required to make decisions and perform other key actions necessary to perform the EF. Indicate if they are needed on site. 

	6. Staff 
Identify the number of staff required to perform the MEF. Describe appropriate expertise, experience, certifications, clearances needed.  

	7. Communications and Information Systems 
a. Identify communications and information systems required to perform the EF. Include specific capabilities or data needed, classification requirements and system dependencies.
b. Recovery Point Objective (RPO). May not be applicable to all EFs identified. 
*RPO: maximum amount of data - as measured by time - that can be lost after a recovery from a system interruption before data loss will exceed what is necessary to perform the function. 

	8. Alternate Location Requirements 
Identify facility requirements needed to perform the EF. Include space, configuration, equipment, security, access, safety, support services, and storage requirements. Include location if one has been identified.  

	9. Resources and budgeting
Identify resource and budget requirements beyond normal budget items to enable COOP. Resources not yet captured may include standard operating procedures, essential records, and reference materials required for EF performance. Include and account for funding requirements for all identified resources needed to perform the EF and any supporting activities. 

	10. Process Summary 
Provide an outline of how the MEF is accomplished. This can be in an outline, reference to Job Aids, SOPs, or functional diagrams.

	11. Other details 
Include addition information or attachments if applicable. 
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